
 
 

 
 
 
 

STANDARD CONTRACTUAL CLAUSES 
 

For the purposes of Article 28(3) of Regulation 2016/679 (the GDPR) 
 

between 
 

<Name> 

CVR-nr. <CVR> 

<Address> 

<ZipCity> 

 
(the data controller) 

 
and 

 
Blue Idea Aps Finland Branch 

CVR-nr. <CVR> 

Robert Huberin tie 3b 

01510 Vantaa - Finland 

 
(the data processor) 

 
each a ‘party’; together ‘the parties’ 

 
HAVE AGREED on the following Contractual Clauses (the Clauses) in 

order to meet the requirements of the GDPR and to ensure the protection 
of the rights of the data subject. 
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Preamble 
 

1. These Contractual Clauses (the Clauses) set out the rights and obligations of the data controller and 
the data processor, when processing personal data on behalf of the data controller. 

 
2. The Clauses have been designed to ensure the parties’ compliance with Article 28(3) of Regulation 

2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural 
persons with regard to the processing of personal data and on the free movement of such data and 
repealing Directive 95/46/EC (General Data Protection Regulation). 

 
3. In the context of the provision of SMS-Service the data processor will process personal data on behalf 

of the data controller in accordance with the Clauses. 
 

4. The Clauses shall take priority over any similar provisions contained in other agreements between the 
parties. 

 
5. Four appendices are attached to the Clauses and form an integral part of the Clauses. 

 
6. Appendix A contains details about the processing of personal data, including the purpose and nature 

of the processing, type of personal data, categories of data subject and duration of the processing. 
 

7. Appendix B contains the data controller’s conditions for the data processor’s use of sub-processors 
and a list of sub-processors authorised by the data controller. 

 
8. Appendix C contains the data controller’s instructions with regards to the processing of personal data, 

the minimum security measures to be implemented by the data processor and how audits of the data 
processor and any sub-processors are to be performed. 

 
9. Appendix D contains provisions for other activities which are not covered by the Clauses.  

 
10. The Clauses along with appendices shall be retained in writing, including electronically, by both 

parties. 
 

11. The Clauses shall not exempt the data processor from obligations to which the data processor is 
subject pursuant to the General Data Protection Regulation (the GDPR) or other legislation. 

The rights and obligations of the data controller 
 

1. The data controller is responsible for ensuring that the processing of personal data takes place in 
compliance with the GDPR (see Article 24 GDPR), the applicable EU or Member State1 data protection 
provisions and the Clauses. 

 
2. The data controller has the right and obligation to make decisions about the purposes and means of 

the processing of personal data. 
 

3. The data controller shall be responsible, among other, for ensuring that the processing of personal 
data, which the data processor is instructed to perform, has a legal basis.  

 
1 References to ”Member States” made throughout the Clauses shall be understood as references to “EEA Member States”. 
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The data processor acts according to instructions 
 

1. The data processor shall process personal data only on documented instructions from the data 
controller, unless required to do so by Union or Member State law to which the processor is subject. 
Such instructions shall be specified in appendices A and C. Subsequent instructions can also be given 
by the data controller throughout the duration of the processing of personal data, but such instructions 
shall always be documented and kept in writing, including electronically, in connection with the 
Clauses.  

 
2. The data processor shall immediately inform the data controller if instructions given by the data 

controller, in the opinion of the data processor, contravene the GDPR or the applicable EU or Member 
State data protection provisions. 

Confidentiality 
 

1. The data processor shall only grant access to the personal data being processed on behalf of the data 
controller to persons under the data processor’s authority who have committed themselves to 
confidentiality or are under an appropriate statutory obligation of confidentiality and only on a need to 
know basis. The list of persons to whom access has been granted shall be kept under periodic review. 
On the basis of this review, such access to personal data can be withdrawn, if access is no longer 
necessary, and personal data shall consequently not be accessible anymore to those persons. 

 
2. The data processor shall at the request of the data controller demonstrate that the concerned persons 

under the data processor’s authority are subject to the abovementioned confidentiality. 

Security of processing  
 

1. Article 32 GDPR stipulates that, taking into account the state of the art, the costs of implementation 
and the nature, scope, context and purposes of processing as well as the risk of varying likelihood and 
severity for the rights and freedoms of natural persons, the data controller and data processor shall 
implement appropriate technical and organisational measures to ensure a level of security appropriate 
to the risk. 

 
The data controller shall evaluate the risks to the rights and freedoms of natural persons inherent in 
the processing and implement measures to mitigate those risks. Depending on their relevance, the 
measures may include the following: 
 
a. Pseudonymisation and encryption of personal data; 

 
b. the ability to ensure ongoing confidentiality, integrity, availability and resilience of processing 

systems and services; 
 
c. the ability to restore the availability and access to personal data in a timely manner in the event of 

a physical or technical incident; 
 
d. a process for regularly testing, assessing and evaluating the effectiveness of technical and 

organisational measures for ensuring the security of the processing. 
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2. According to Article 32 GDPR, the data processor shall also – independently from the data controller 
– evaluate the risks to the rights and freedoms of natural persons inherent in the processing and 
implement measures to mitigate those risks. To this effect, the data controller shall provide the data 
processor with all information necessary to identify and evaluate such risks. 

 
3. Furthermore, the data processor shall assist the data controller in ensuring compliance with the data 

controller’s obligations pursuant to Articles 32 GDPR, by inter alia providing the data controller with 
information concerning the technical and organisational measures already implemented by the data 
processor pursuant to Article 32 GDPR along with all other information necessary for the data 
controller to comply with the data controller’s obligation under Article 32 GDPR. 

 
If subsequently – in the assessment of the data controller – mitigation of the identified risks require 
further measures to be implemented by the data processor, than those already implemented by the 
data processor pursuant to Article 32 GDPR, the data controller shall specify these additional  
measures to be implemented in Appendix C. 

Use of sub-processors 
 

1. The data processor shall meet the requirements specified in Article 28(2) and (4) GDPR in order to 
engage another processor (a sub-processor). 

 
2. The data processor shall therefore not engage another processor (sub-processor) for the fulfilment of 

the Clauses without the prior general written authorisation of the data controller. 
 

3. The conditions which the data processor shall engage sub-processors is specified in appendix B. 
 

4. Where the data processor engages a sub-processor for carrying out specific processing activities on 
behalf of the data controller, the same data protection obligations as set out in the Clauses shall be 
imposed on that sub-processor by way of a contract or other legal act under EU or Member State law, 
in particular providing sufficient guarantees to implement appropriate technical and organisational 
measures in such a manner that the processing will meet the requirements of the Clauses and the 
GDPR. 

 
The data processor shall therefore be responsible for requiring that the sub-processor at least 
complies with the obligations to which the data processor is subject pursuant to the Clauses and the 
GDPR. 

 
5. A copy of such a sub-processor agreement and subsequent amendments shall – at the data 

controller’s request – be submitted to the data controller, thereby giving the data controller the 
opportunity to ensure that the same data protection obligations as set out in the Clauses are imposed 
on the sub-processor. Clauses on business related issues that do not affect the legal data protection 
content of the sub-processor agreement, shall not require submission to the data controller.   

 
6. The data processor shall agree a third-party beneficiary clause with the sub-processor where – in the 

event of bankruptcy of the data processor – the data controller shall be a third-party beneficiary to the 
sub-processor agreement and shall have the right to enforce the agreement against the sub-processor 
engaged by the data processor, e.g. enabling the data controller to instruct the sub-processor to delete 
or return the personal data. 
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7. If the sub-processor does not fulfil his data protection obligations, the data processor shall remain fully 
liable to the data controller as regards the fulfilment of the obligations of the sub-processor. This does 
not affect the rights of the data subjects under the GDPR – in particular those foreseen in Articles 79 
and 82 GDPR – against the data controller and the data processor, including the sub-processor. 

Transfer of data to third countries or international organisations 
 

1. Any transfer of personal data to third countries or international organisations by the data processor 
shall only occur on the basis of documented instructions from the data controller and shall always take 
place in compliance with Chapter V GDPR.  
 

2. In case transfers to third countries or international organisations, which the data processor has not 
been instructed to perform by the data controller, is required under EU or Member State law to which 
the data processor is subject, the data processor shall inform the data controller of that legal 
requirement prior to processing unless that law prohibits such information on important grounds of 
public interest. 
 

3. Without documented instructions from the data controller, the data processor therefore cannot within 
the framework of the Clauses: 
 

a. transfer personal data to a data controller or a data processor in a third country or in an 
international organization 
 

b. transfer the processing of personal data to a sub-processor in a third country  
 

c. have the personal data processed in by the data processor in a third country 
 

4. The data controller’s instructions regarding the transfer of personal data to a third country including, if 
applicable, the transfer tool under Chapter V GDPR on which they are based, shall be set out in 
Appendix C.6. 
 

5. The Clauses shall not be confused with standard data protection clauses within the meaning of Article 
46(2)(c) and (d) GDPR, and the Clauses cannot be relied upon by the parties as a transfer tool under 
Chapter V GDPR. 

Assistance to the data controller 
 

1. Taking into account the nature of the processing, the data processor shall assist the data controller by 
appropriate technical and organisational measures, insofar as this is possible, in the fulfilment of the 
data controller’s obligations to respond to requests for exercising the data subject’s rights laid down in 
Chapter III GDPR. 
 
This entails that the data processor shall, insofar as this is possible, assist the data controller in the 
data controller’s compliance with: 
 

a. the right to be informed when collecting personal data from the data subject 
b. the right to be informed when personal data have not been obtained from the data subject 
c. the right of access by the data subject 
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d. the right to rectification 
e. the right to erasure (‘the right to be forgotten’) 
f. the right to restriction of processing 
g. notification obligation regarding rectification or erasure of personal data or restriction of 

processing 
h. the right to data portability 
i. the right to object  
j. the right not to be subject to a decision based solely on automated processing, including 

profiling 
 

2. In addition to the data processor’s obligation to assist the data controller pursuant to Clause 6.3., the 
data processor shall furthermore, taking into account the nature of the processing and the information 
available to the data processor, assist the data controller in ensuring compliance with: 
 

a. The data controller’s obligation to without undue delay and, where feasible, not later than 72 
hours after having become aware of it, notify the personal data breach to the competent 
supervisory authority, The Danish Data Protection Agency, unless the personal data breach 
is unlikely to result in a risk to the rights and freedoms of natural persons; 
 

b. the data controller’s obligation to without undue delay communicate the personal data breach 
to the data subject, when the personal data breach is likely to result in a high risk to the rights 
and freedoms of natural persons; 

 
c. the data controller’s obligation to carry out an assessment of the impact of the envisaged 

processing operations on the protection of personal data (a data protection impact 
assessment); 

 
d. the data controller’s obligation to consult the competent supervisory authority, The Danish 

Data Protection Agency, prior to processing where a data protection impact assessment 
indicates that the processing would result in a high risk in the absence of measures taken by 
the data controller to mitigate the risk. 

 
3. The parties shall define in Appendix C the appropriate technical and organisational measures by which 

the data processor is required to assist the data controller as well as the scope and the extent of the 
assistance required. This applies to the obligations foreseen in Clause 9.1. and 9.2. 

Notification of personal data breach 
 

1. In case of any personal data breach, the data processor shall, without undue delay after having 
become aware of it, notify the data controller of the personal data breach. 
 

2. The data processor’s notification to the data controller shall, if possible, take place within 72 hours 
after the data processor has become aware of the personal data breach to enable the data controller 
to comply with the data controller’s obligation to notify the personal data breach to the competent 
supervisory authority, cf. Article 33 GDPR. 
 

3. In accordance with Clause 9(2)(a), the data processor shall assist the data controller in notifying the 
personal data breach to the competent supervisory authority, meaning that the data processor is 
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required to assist in obtaining the information listed below which, pursuant to Article 33(3) GDPR, shall 
be stated in the data controller’s notification to the competent supervisory authority:   
 

a. The nature of the personal data including where possible, the categories and approximate 
number of data subjects concerned and the categories and approximate number of personal 
data records concerned;  
 

b. the likely consequences of the personal data breach; 
 

c. the measures taken or proposed to be taken by the controller to address the personal data 
breach, including, where appropriate, measures to mitigate its possible adverse effects.  

 
4. The parties shall define in Appendix C all the elements to be provided by the data processor when 

assisting the data controller in the notification of a personal data breach to the competent supervisory 
authority. 

Erasure and return of data 
 

1. On termination of the provision of personal data processing services, the data processor shall be under 
obligation [OPTION 1] to delete all personal data processed on behalf of the data controller and certify 
to the data controller that it has done so unless Union or Member State law requires storage of the 
personal data. 

Audit and inspection 
 

1. The data processor shall make available to the data controller all information necessary to 
demonstrate compliance with the obligations laid down in Article 28 and the Clauses and allow for and 
contribute to audits, including inspections, conducted by the data controller or another auditor 
mandated by the data controller. 

 
2. Procedures applicable to the data controller’s audits, including inspections, of the data processor and 

sub-processors are specified in appendices C.7. and C.8.     
 

3. The data processor shall be required to provide the supervisory authorities, which pursuant to 
applicable legislation have access to the data controller’s and data processor’s facilities, or 
representatives acting on behalf of such supervisory authorities, with access to the data processor’s 
physical facilities on presentation of appropriate identification.  

The parties’ agreement on other terms  
 

1. The parties may agree other clauses concerning the provision of the personal data processing service 
specifying e.g. liability, as long as they do not contradict directly or indirectly the Clauses or prejudice 
the fundamental rights or freedoms of the data subject and the protection afforded by the GDPR. 
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Commencement and termination 
 

1. The Clauses shall become effective on the date of both parties’ signature. 
 

2. Both parties shall be entitled to require the Clauses renegotiated if changes to the law or inexpediency 
of the Clauses should give rise to such renegotiation.  
 

3. The Clauses shall apply for the duration of the provision of personal data processing services. For the 
duration of the provision of personal data processing services, the Clauses cannot be terminated 
unless other Clauses governing the provision of personal data processing services have been agreed 
between the parties. 
 

4. If the provision of personal data processing services is terminated, and the personal data is deleted or 
returned to the data controller pursuant to Clause 11.1. and Appendix C.4., the Clauses may be 
terminated by written notice by either party. 
 

5. Signature 
 
On behalf of the data controller 
 
Name  <Name1>  
Position  
Telephone <contactPhone> 
Signature 
 
 
On behalf of the data processor 
 
Name  Flemming Bøgely 
Position CEO 
Telephone +358 9427 21 211 
Signature 

Data controller and data processor contacts/contact points 
 

1. The parties may contact each other using the following contacts/contact points: 
 

2. The parties shall be under obligation continuously to inform each other of changes to contacts/contact 
points. 
 
Name  <Name1>  
Position 
Telephone <contactPhone> 
E-mail  <contactEmail> 
 
 
 
Name  Flemming Bøgely 
Position CEO 
Telephone +358 9427 21 211 
E-mail  blueidea@blueideafinland.fi 
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Liite A Tietojen käsittely  
 
Tietojen käsittelijän rekisterinpitäjän puolesta tekemän henkilötietojen käsittelyn tarkoitus on 
seuraava: 

• Rekisterinpitäjä haluaa liiketoimintansa yhteydessä käyttää henkilötietojen käsittelijän apua 
lähettäessään tekstiviesteillä ja sähköposteilla palvelun tietoja rekisterinpitäjän asiakkaille. 

Tietojen käsittelijän rekisterinpitäjän puolesta suorittamassa henkilötietojen käsittelyssä on 
ensisijaisesti kyse seuraavasta (käsittelyn luonne): 

• Tietojen käsittelijä käsittelee rekisterinpitäjän puolesta: henkilöiden nimiä, yritysten nimiä, 
osoitetietoja, matkapuhelinnumeroita ja sähköpostiosoitteita. 

Tällöin käsitellään seuraavan tyyppisiä henkilötietoja rekisteröidyistä asiakkaista: 
Tietojen käsittelijä käsittelee seuraavia tietoja: 

• Käyttäjän tiedot 
- Tiedot työntekijöistä, joiden täytyy kyetä kirjautumaan sisään ja käyttämään ratkaisua 
Tiedot: nimi ja sähköpostiosoite 
 

• Vakiovastaanottajat ja vastaanottajaluettelot 
- Luettelo niistä omien työntekijöiden ja muiden kumppaneiden nimistä, sähköpostiosoitteista ja 
matkapuhelinnumeroista, joiden on voitava vastaanottaa kopioita tekstiviesteistä 
- Rekisterinpitäjä syöttää nämä asiat tietojen käsittelijän verkkosovellukseen, ja rekisterinpitäjä 
hallinnoi tietoja itse. 
 

• Rekisteröitymis- ja peruutustoiminto 
- Rekisterinpitäjän verkkosivuilla on mahdollisuus rekisteröityä mukaan tekstiviestipalveluun. Tietojen 
käsittelijän ylläpitämät tiedot tallennetaan tietokantaamme, mutta kyseisten tietojen omistusoikeus on 
rekisterinpitäjällä. 
- Tietoja ovat nimi, matkapuhelinnumero sekä sähköposti ja niihin liittyvä osoite. 
- Ratkaisuna on rekisteröintitapa, jolla varmistetaan, että myös salaiset numerot ynnä muut sellaiset 
sähköpostiosoite mukaan lukien voivat vastaanottaa tekstiviestejä . Kaikki nämä tiedot saadaan 
loppukäyttäjältä. Loppukäyttäjä voi myös poistaa itse tietonsa tietokannasta. 

Käsittely sisältää seuraavat luokat rekisteröidyistä: 

• Osoitteet, jotka ovat rekisterinpitäjän vastuulla olevia asiakkaita tai kansalaisia. 

Tietojen käsittelijän tekemä henkilötietojen käsittely rekisterinpitäjän puolesta voi alkaa tämän 
sopimuksen voimaantulon jälkeen. Käsittelyn kesto on seuraava: 

• Käsittely ei ole ajallisesti rajoitettua ja kestää siihen asti, kunnes jompikumpi osapuolista irtisanoo tai 
päättää sopimuksen. 
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Liite B Tietojen käsittelijää avustavien tietojen alikäsittelijöiden käytön ehdot ja 
luettelo hyväksytyistä alikäsittelijöistä 

Hyväksytyt alikäsittelijät 
Rekisterinpitäjä on sopimuksen voimaan tullessa hyväksynyt seuraavien alikäsittelijöiden käytön: 

• Tietojen käsittelijä hallinnoi Microsoft Azuren ylläpitopalvelinta Irlannissa ja Alankomaissa. 
• SendGrid – sähköpostin lähetystoiminto. SendGridin omistaa yritys nimeltä Twilio. 

Rekisterinpitäjä on sopimuksen tultua voimaan erikseen hyväksynyt edellä mainittujen alikäsittelijöiden käytön 
osapuolelle nimenomaisesti kuvattuun käsittelyyn. Tietojen käsittelijä ei saa - ilman rekisterinpitäjän erityistä 
ja kirjallista lupaa - käyttää yksittäistä alikäsittelijää muuhun käsittelyyn kuin sovittuun tai antaa toisen 
alikäsittelijän suorittaa kuvattua käsittelyä.   

Kaikki EU:n ulkopuoliset toimittajat hyväksytään EU-U.S. Tietosuojakehyksen mukaisesti (Data Privacy 
Framework). 
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Liite C Ohjeet henkilötietojen käsittelystä  
 

Käsittely kohde sekä ohjeistus 
Tietojen käsittelijän rekisterinpitäjän puolesta tekemä henkilötietojen käsittely toteutetaan seuraavasti: 

Positiivinen tallennus 

Kun tietojen käsittelijä tallentaa tietokantaan osoitteita, joihin rekisterinpitäjällä on yhteys. Tietojen käsittelijä 
EI tallenna mitään muuta kuin osoitetietoja (ei muita yksilöllisesti tunnistettavia asiakastietoja) 

• Tekstiviestin lähettäminen 
- Yhdistetään osoite siihen liittyviin matkapuhelinnumeroihin ja lähetetään tiedot SMS Gateway -
palveluun. Tekstit EIVÄT ole henkilökohtaisia, vaan palvelutietoja kuluttajansuojalain mukaisesti. 

• Tekstiviestin lähetyksen tilaraportti 
- Nimi, osoite, puhelinnumero tai sähköposti ja tekstiviestin teksti 
 

Käsittelyn turvallisuus 
Rekisterinpitäjällä on oikeus ja velvollisuus tehdä päätöksiä siitä, millä teknisillä ja organisaation turvatoimilla 
saadaan aikaan tarpeellinen (ja sovittu) tietoturvan taso.     

Tallennusaika ja poistomenettely  
Tietojen käsittelijä säilyttää henkilötietoja, kunnes rekisterinpitäjä pyytää tietojen poistamista tai palauttamista.   

Käsittelyn paikka 
Sopimuksen kattamia henkilötietoja ei saa käsitellä ilman rekisterinpitäjän etukäteen antamaa kirjallista 
suostumusta muualla kuin seuraavissa paikoissa: 

• Tekstiviestipalvelun kehittämisessä Blue Idean toimipisteessä. 
• Hosting-palvelua isännöidään Microsoft Azuressa määrittelemättömässä osoitteessa Pohjois-

Irlannissa ja Alankomaissa. Tästä on tehty EU:n malliklausuulien mukainen EA-sopimus. 
 

Ohjeet tai hyväksyntä henkilötietojen siirtämisestä kolmansiin maihin  
Tietojen käsittelijä ei saa tietosuojasopimuksen mukaan tehdä siirtoa kolmansiin maihin.   

Yksityiskohtaiset menettelyt rekisterinpitäjän valvoessa tietojen käsittelijää 
Tietojen käsittelijän on rekisterinpitäjän pyynnöstä hankittava hänen puolestaan riippumattomalta 
kolmannelta osapuolelta tarkastuslausunto siitä, että henkilötietojen käsittelijä noudattaa tätä 
tietojenkäsittelysopimusta ja sen liitteitä.  

Tarkastuslausunto lähetetään mahdollisimman pian vastaanottamisen jälkeen tiedoksi rekisterinpitäjälle.  

Lisäksi rekisterinpitäjällä tai rekisterinpitäjän edustajalla on oikeus tarkastaa – mukaan lukien fyysinen 
tarkastus – tietojen käsittelijä, kun rekisterinpitäjän arvion mukaan siihen ilmenee tarvetta.  

Rekisterinpitäjän kustannuksista fyysisen tarkastuksen yhteydessä vastaa rekisterinpitäjä itse. Tietojen 
käsittelijä on kuitenkin velvollinen osoittamaan rekisterinpitäjälle valvonnan suorittamiseen tarvittavat 
resurssit eli pääasiassa aikaa.     

Yksityiskohtaiset menettelyt alikäsittelijöiden tekemän käsittelyn valvonnassa 
Tietojen käsittelijän tai tietojen käsittelijän edustajan tulee tarvittaessa suorittaa fyysisiä tarkastuksia tämän 
alikäsittelijän kanssa tehdyn tietojen käsittelyn sopimuksen noudattamisesta.  
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Dokumentaatio suoritetuista tarkastuksista lähetetään mahdollisimman pian tiedoksi rekisterinpitäjälle. 

Ne tietojen käsittelijän ja alikäsittelijöiden kulut, jotka liittyvät alikäsittelijän fyysisen tarkastuksen tai 
katsastuksen suorittamiseen, eivät ole rekisterinpitäjän vastuulla. 

 

 


